Creating A Digital ID Signature

1. Open Adobe Reader.
2. Open Security Setting within the Document pull down menu.

Eﬁndﬂbeﬁeader
File Edit View [DLEIUENS Tools Window  Help
A sign »

2 Security r
Security Settings...

Manage Trusted Identities...

Change Accessibility Reading Options... Shift+Ctrl+5
Accessibility Quick Check Shift+ Ctrl+6

Accessibility Setup Assistant...

3. Select the Add ID to create a Digital ID.

Security Settings

#.;_ AddID Usage Options ~ Certificate Details Export eRefresh

e 4
Reaming ID Accounts
Digital ID Files

Windows Digital IDs

PKC5#11 Modules and Tokens

Directory Servers

Issuer Storage Mechanism

Time Stamp Servers
Adobe LiveCycle Rights Managem

Manage My Digital IDs

4. Select the A new digital 1D | want to create now and select the Next button.

Add Digital ID =]

Add or create a digital ID to sign and encrypt documents. The certificate that comes with your
digital ID is sent to others so that they can verify your signature. Add or create a digital ID using:

() My existing digital ID from:
A file

A roaming digital ID stored on a server

A device connected to this computer

@ A new digital ID I want to create now




5. Select the New PKCS#12 digital ID file and select the Next button

Add Digital ID =

Where would you like to store your self-signed digital ID?

@ New PKC5#12 digital ID file

Creates a new password protected digital ID file that uses the standard PKC5#12 format.
This commen digital ID file format is supperted by most security software applications,
including major web browsers, PKCS#12 files have a .pfx or .pl2 file extension,

| Windows Certificate Store

Your digital ID will be stored in the Windows Certificate Store where it will also be available
to other Windows applications. The digital ID will be protected by your Windows login,

] [

6. Fill out the dialog box with the appropriate information. The Organization Unit

should be your District and Division. (i.e....CO — Design, CO — Bridge, D6 —
Design).

o

Add Digital ID =]

Enter your identity information to be used when generating the self-signed certificate.

MName (e.g. John Smith): ’m
Organizational Unit: W
Organization Mame: ’W

Email Address: ’m

Country/Region: ’ US - UNITED STATES v]

[] Enable Unicode Support

Key Algorithrm: l1024—bit RS54 v]

Use digital ID for ’Digital Signatures and Data Encryption v]

< Back ][ Next > ]




7. Now you will have to save the Digital Id. Browse to your C: drive and go to the
Digital Id folder that we created earlier. This will be the location for your Digital Id
and Exported Certificate file. When saving the PFX file (Digital 1d), make sure you
use the following file naming convention. Date is necessary just in case another seal
is created in the future and the Adobe version that was used to create it.

Userid_YYYYMMDD_v9.pfx [schwac_20100331_v9.pfx]

You will need to create a password that you will use every time you apply your
Digital 1d. Don’t forget your password or else you will need to create a new
Digital 1d. The password has to be a minimum of 6 characters and it is also case
sensitive.

Add Digital ID [5m]

-

Enter a file location and password for your new digital ID file, You will need the password when
you use the digital ID to sign or decrypt docurmnents. You should make a note of the file location
so that you can copy this file for backup or other purposes. You can later change options for this
file using the Security Settings dialeqg.

File Mame:

ChUsershgreencd'\Digital IDYChrisitianSchwandtner.pfx Browse... |

Password:

r*****

Confirm Password:

TEEEEE

Cancel < Back | [ Finish




8. Now highlight your name and select the Export option. The file created in this step
can be used to validity your Digital I1d.

Security Settings

= Digital IDs EE:& AddID j Usage Options ~ I?Certiﬁcate Details e Refresh ﬂ Remove ID

Roaming ID Accounts .
o ] Mame Issuer trage Mechanism
Digital ID Files

Windows Digital IDs

PKCS5#11 Modules and Tokens

Directory Servers

Chrisitian Schwandtner <christian.... Chrisitian Schwandtner <christian... Digital ID File

9. Select the Save the data to a file option and select Next.

Data Exchange File - Export Options @

You have chosen to export the following data:
My Certificate(s)

Certificates are exported to allow the recipients to validate signatures created
by you and to encrypt docurments for you. Exporting your certificate does not
export your private key.

Export Options
Select whether you want to save the data to a file or share it via email:

(") Email the data to somecne

@ Save the data to a file

| Net | | Cancel




10. Make sure the path is to the same location as your Digital 1d, C:\Users\userid\Digital
ID. The Save as type should be set to Acrobat FDF Data Exchange. Be sure to use
the same naming convention that was used for the Digital Id.

Userid_YYYYMMDD_v9.fdf [schwac_20100331_v9.fdf]

& Export Data As.. @

Savein: Digital 1D - & ¥ £ E~
= Name : Date modified Type

ket Mo items match your search.

Recent Places
! FOF =
Desktop

=]

Lib:raries
Type: Adobe Acrobat Forms

. Document
,-L_‘ File Size: 1KB
Modified:3/5/2008 11:27 AM

COHAB3049
i
m Fi 1 F
Network
File name: schwac 20100331 fdf| - Save
Saveastype:  |Acrobat FDF Data Exchange ("fdf) - [ Cancel |

11. Now you have created a certification file to validate your Digital 1d you will need to
email that FDF file to Christian Schwandtner (schwac). MoDOT will be the holder of
this file to validate any sealed contract plans that you have sealed. The FDF file will
be kept in a secure location and cannot be altered in any way within ProjectWise.

Acrobat Security

'.6.' Save operation complete.

Data Type: My Contact and Certification Information
Filename: ChlUsers\greencd\Digital IDschwac_20100331.fdf

If a new Digital Id is created you will have to repeat the steps above and send me a
new version of your Acrobat FDF Data Exchange file.



12. You should have three files within the C:\Users\userid\Digital 1d folder.
FDF — certificate file to validate Digital Id
PFEX — Digital Id file
PDF — Image of your Seal

@Uv| , v COHAS3049 » () OSDisk » Users » greencd » Digital ID

File Edit View Tools Help

Organize - Include in library - Share with = Burn Mew folder
=
40, greencd 0 Mame
> . AppData

schwac_20100331_+3.fdf
[ schwac_20100331_+9.pfx
- Schwandtner-Christian. pdf

iz Contacts
i Desktop
. Digital ID
4. Downloads |

13. Now within Acrobat Reader, we will need to combine your Seal and Digital 1d so it
looks correct on the contract plans. Open up the Preferences option under the Edit
pull down menu.

EAdobeReader
FilemView Document Tools Window Help

Undo Ctrl+Z 100%

Redo Shift+Ctrl+Z

Cut Ctrl+X
Copy Ctrl+C
Paste Ctrl+V

Delete
Copy File to Clipboard

Select All Ctrl+A

Deselect All Shift+Ctrl+ 4

Check Spelling

Look Up Selected Word...

Find Ctrl+F
Search Shift+Ctrl+F

Search Results 4

Preferences... Ctrl+K



14. Select the Category of Security. Select the New option.

Preferences

Categories:

3D & Multimedia
Accessibility

Batch Processing
Cataleg

Coler Management
Convert From PDF
Convert To PDF
Ferms

Identity
International
Internet

JavaScript
Measuring (207)
Measuring (307
Measuring (Geo)
Multimedia (legacy)
Multimedia Trust (legacy)
Mew Document
Reading

Reviewing

Search

Security

Security (Enhanced)
Spelling

Touchlp

Tracker

Trust Manager
Units & Guides

m

Digital Signatures

[¥] Verify signatures when the docurent is opened
[]View documents in preview document mode when signing

Appearance

l Advanced Preferences... ]

Edit...
Duplicate
Delete
Security Settings
[] Load security settings from a server
Server Settings
URL:
Settings must be signed by: Allow Any Certificate
Check every Week @ Month Update Now
2 Weeks 3 Months Ask before installing
oK ] ’ Cancel




15. Use your full name for the Signature Appearance. Now toggle on the Imported
graphic for the Configure Graphic area of the dialog. Select the File button.

-

Configure Signature Appearance @

I Title: |Chri5tiar1 Schwandtner

Preview

Digitally signed by your commaon
name here

DM your distinguished name here
Reason: your signing reason here
Location: your signing location here
Date: 2010.03.21 08:55:48 -05'00"

Configure Graphic

Show: (™) Mo graphic Import Graphic from:
i@ I rted hi
I 2 Imported graphic m
) Mame |

Configure Text

Show: [J]Mame [¥] Location [/] Distinguished name [¥] Logo
[¥] Date [¥] Reazon [¥] Labels

Text Properties
Text Direction: @ Auto () Left to right () Right to left

Digits: | 0123456789 -

Ok l I Cancel




16. Browse to the folder where you exported out the PDF file from ProjectWise
(C:\Users\userid\Digital 1d). Now select your PDF seal.

| Open

Lookin: |, Digital ID
I Narme ‘
= 71| Schwandtner-Christian. pdf

Recent Places

Desktop
w=all
Libraries

=

—

COHAS3049

@

Metwork

4

File name: Schwandtner-Christian pdf

@ ? % mv
Date modified
9/5/2008 11:00 AM

-

1

Type
Adobe Acrobat D...

“haoli

Type: Adobe Acrobat Document
File Size: 43 KB
Modified:9/5/2008 11:00 AM

Files of type: Acrobat POF Files (*.pdf)

17. Now you will see your seal in the dialog below. If the seal values appear incorrect,
make sure you exported your seal.

Select Picture

=

File: |/C/Users/greencd/Digital ID/5chv Browse... |

Sample

Z5810NAL €

)
! -'I-"l'I,'| i W

THIS SHEET HAS BEEN
SIGMED, SEALED AMD DATED

E1ECTROMICALLY.

o
W

5

1 out of 1 images

OK

| | concel




18. Now you will need to modify the Configure Text and make sure all options are
turned off. Then click the OK button.

[ a

Configure Signature Appearance @

Title: |Christian Schwandtner

Preview

& OF Mg
F el
- LT -
HUEEA
%, o &
gy o
sl I T
Configure Graphic
Show:  (7) No graphic Irmport Graphic from:
@ Imported graphic
ile...
(71 Name
Configure Text

Show: [ | Mame [] Location ["] Distinguished name [ Logo
[[7] Date [ Reason [ Labels

Text Properties

Text Direction: @ Auto () Left to right () Right to left

Digits: [0123456788 =

Ok l I Cancel
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19. Now you have created a signature block to be used with your Digital Id. Click the
OK button and you finished creating your seal for signing and sealing documents.

Preferences

Categories:
Digital Signatures

30 & Multimedia Verify signatures when the document is opened Advanced Preferences

Accessibility ["] View documents in preview decument mode when signing
Batch Processing

Catalog Appearance

Color Management Christian Schwandtner Mew...
Convert From PDF

Convert To PDF
Forms

Identity
Internaticnal

Internet Delete
JavaScript

Measuring (2D)
Measuring (30)
Measuring (Geo) Security Settings

Multimedia {legacy) ["] Load security settings from a server

m

Multimedia Trust (legacy) Server Settings

Mew Document
Reading Uk
Reviewing

Search

Security

Security (Enhanced)
Spelling 2 Weeks 3 Manths Ask before installing
TouchlUp
Tracker

Settings must be signed by: Allow Any Certificate

Week @ Month Update Now

Trust Manager
Units & Guides

oK ] I Cancel

FYI

Send Christian Schwandtner a copy of the Acrobat FDF Data Exchange file (FDF)
from the Digital ID folder. MoDOT will be the holder of this file to validate any
sealed contract plans that you have sealed. The FDF file will be kept in a secure
location and cannot be altered in any way within ProjectWise.
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