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•In January, 2004, 
new regulations 
became effective in 
Missouri to allow 
Electronic Signing 
and Sealing



How do Electronic Plans Work?

• Designers continue to create their plans 
using MicroStation and Geopak

• All drawings will be tracked through the 
ProjectWise system

• When plan files are completed, designers 
submit them to have Electronic images 
created.



How do Electronic Plans Work?

• Images are stored in the PDF format and 
submitted to the Project Manager for Signing 
and sealing

• Project Managers affix their seals and 
signatures electronically using Adobe Reader

• Changes to sheets will require regeneration 
and new signing and sealing to be performed 
on those sheets



Sheet Naming Scheme
001_TITLE_J0P0928_ITITLESHEET.dgn 
009_SS_02_J0P0928_I20.dgn 
002_TS_01_J0P0928_I5.dgn 
010_EC_01_J0P0928_I50.dgn 
002_TS_02_J0P0928_I5.dgn 



How do Electronic Plans Work?
• Seals and Signatures are controlled with 

public/private key encryption

• Passwords for the keys remain under 
control of the Project Manager but will be 
physically stored in ProjectWise for 
authentication

• Once all plan sheets are sealed, the Project 
Manager can mark the job complete and a 
notice is sent that the job is “Ready to Let”



How did we enable signing?
• MicroStation Electronic Signatures – Even 

Bentley did not recommend this

• Original Plan was to have Project Managers 
create a signature block and sign the drawing 
with Acrobat Professional

• Very time consuming process

• Only worked with Adobe Acrobat Pro - $$



Enter…. Adobe Livecycle 
Reader Extension
• Improve collaboration and streamline 

document reviews. 

• Enhance the security of enterprise forms 
and data with digital signatures

• Enable Adobe Reader (Free) to perform 
signing of electronic documents



Livecycle Reader Extension
• J2EE based server extensions that “enable”

functions usually reserved for Acrobat 
Professional in Acrobat Reader

• Bentley integration with ProjectWise through 
ProjectWise Plot (iPlot)



How does it work?
• User changes the state of a MicroStation 

Drawing to “Ready for Letting”

• ProjectWise generates the PDF file with 
iPlot and passes it to Livecycle

• Livecycle enables the sealing block that is a 
part of the MoDOT border file

• Returns and checks the PDF into a specific 
location in ProjectWise



Process to Sign and Seal
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Process to Sign and Seal



How do we know it 
was Sealed?

Signers Identity Unknown

Signature not yet verified

Valid Signature

MoDOT also 
applies a 

border note to 
alert readers to 
the electronic 

signature

Valid Signature 
as shown on a 
MoDOT Plans 

Sheet







From the 
information 
attached to the 
file, it can be 
determined that 
the signature is 
valid, if the 
digital certificate 
is available



In addition to 
Plan sheets, 
Job Special 
Provisions will 
also be sealed 
electronically



Electronic Plans Room
• Drawings are then be submitted to the 

departments Electronic Plan Room and 
made available to contractors

• Contractors can 
view, download, 
or print plan sheets 
24/7 through the 
internet



What about Consultants?
• Consultants under current contracts still 

deliver printed, signed, and sealed plans to 
districts and bridge

• MoDOT will scan these plans to create 
PDF’s necessary for the electronic plans 
room

• MoDOT is willing to allow consultants to 
create an electronic workflow that provides 
for electronic deliverables similar to ours



What Benefits did MoDOT See?

• Managed document environment

• Major reduction in printing costs

• Time savings from shipping plan 
sheets both on the district to 
headquarters end and on the 
headquarters to contractors end



Questions?
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