Mc\:>DOT

s, =4

Engineering Document Signing and
Sealing at MoDOT

George J Kopp, PE
CADD Services Engineer
Missouri Department of Transportation

N
Texas 2009




Division 30—Missouri Board for Architects,
Professional Engineers, Professional Land Surveyors,
and Landscape Architects
Chapter 3—Seals

i(3) In addition to the personal seal., the

.In January, 2004, licensee shall also affix his/her signature on

or through his/her seal and place the date

neW regula‘tlons when the document was originally sealed,

under the seal. at the minimum, to the origi-

b .I:.I: A 2 nal of each sheet in a set of plans. drawings,
ecame e eCtlve In specifications, estimates, reports and other
documents which were prepared by rthe

M |SSOU rl to a”OW licensee or under his/her immediate personal

supervision. The term “signamre.” as used

Electronlc Slg n I ng ]1&1‘ei1_1 s.lmll nean a 11m1du._'1'ilten identification
containing the name of the person who

. applied irt;[or for electronic or digital docu-

and Seal I ng ments shall mean an electronic authentication
process attached to or logically associated
with the document. The digital signamre
miust be unique to, and under the sole control
of the person using it; it must also be capable
of verification and be linked to a document in

such manner that the digital signature is
invalidated if any data on the document is
altered.
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How do Electronic Plans Work?

* Designers continue to create their plans
using MicroStation and Geopak

 All drawings will be tracked through the
ProjectWise system

* When plan files are completed, designers
submit them to have Electronic images
created.




How do Electronic Plans Work?

* Images are stored in the PDF format and
submitted to the Project Manager for Signing
and sealing

* Project Managers affix their seals and
signatures electronically using Adobe Reader

* Changes to sheets will require regeneration
and new signing and sealing to be performed
on those sheets
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Sheet Naming Scheme

001 TITLE JOP0928 ITITLESHEET.dgn
009 SS_02 JOP0928 [20.dgn

002 TS 01 _JOP0928 I5.dgn

010 EC_01 JOP0928 150.dgn

002 TS 02 JOP0928 I5.dgn

[003] [abbreviated sheet type] [optional sheet# range] [job#] [scale] .dgn

\\ | U @Jﬁ;///;//

03 0P0928 J[17dgn
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How do Electronic Plans Work?

e Seals and Signatures are controlled with
public/private key encryption

« Passwords for the keys remain under
control of the Project Manager but will be
physically stored in ProjectWise for
authentication

* Once all plan sheets are sealed, the Project
Manager can mark the job complete and a
notice Is sent that the job is “Ready to Let”
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How did we enable signing?

* MicroStation Electronic Signatures — Even
Bentley did not recommend this

 Original Plan was to have Project Managers
create a signature block and sign the drawing
with Acrobat Professional

 Very time consuming process
« Only worked with Adobe Acrobat Pro - $3$
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Enter.... Adobe Livecycle
Reader Extension

« Improve collaboration and streamline
document reviews.

« Enhance the security of enterprise forms
and data with digital signatures

 Enable Adobe Reader (Free) to perform
signing of electronic documents

Al

Adobe




Livecycle Reader Extension

 J2EE based server extensions that “enable”
functions usually reserved for Acrobat
Professional in Acrobat Reader

» Bentley integration with ProjectWise through
ProjectWise Plot (iPlot)

Al

Adobe
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How does it work?

« User changes the state of a MicroStation
Drawing to “Ready for Letting”

* ProjectWise generates the PDF file with
IPlot and passes it to Livecycle

 Livecycle enables the sealing block that is a
part of the MoDOT border file

 Returns and checks the PDF into a specific
location in ProjectWise Al

< Adobe
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Process to Sign and Seal

ROUTE CISTRICT
JOB NO. JOPOEBS1 “THIS MEDI& SHOULD NO

BE CONSIDERED A
CERTIFIED DOCUMENT."

CONTRACT ID.

PROJECT NO.

COUNTY MADISON




Process to Sign and Seal

"THIS MEDIA SHOULD NO
BE COMSIDERED A
CERTIFIED DOCUMENT."

CTROMICALLY SEALED ANMD DATED.




Process to Sign and Seal

“THIS MEDIA SHOULD NO

BE COMSIDERED &
CERTIFIED DOCUMENT."

EEN ELECTRONICALLY SEALED AND DATED.



Process to Sign and Seal

AND DATED.

“TH1S MEDIA SHOULD NO
BE CONSIDERED A
CERTIFIED DOCUMENT."

SEEN ELECTRONICALLY SEALED



Process to Sign and Seal
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THIS SHEET HAS BEEN
SIGNED, SEALED AND DATED
ELECTRONICALLY.
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How do we know It

was Sealed?

F M
¢ OF Migg
— ‘\‘;} L 4 B %’

< GEORGE J. 2

KOPP JR
P NUMBER

2 PE-022753 o
Cn ' e—e-- \.g"-'

THIS SHEET HAS BEEM
SIGMED, SEALED AND DATED
ELECTROMICALLY

Valid Signature

as shown on a

MoDOT Plans
Sheet
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MoDOT also
applies a
border note to
alert readers to
the electronic
signature
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ﬁ Signature is YALID, signed by George Kopp <george. kopp@rmadat. mao.gov =,

Surnrnary  Document |Signer l Date|Time I Legal I

#" The Document has not been modified since this signature was applied.

—Document Yersioning

Document revision 1 of 1

A" This revision of the document has not been altered

For integrity purposes, you should always verify what was signed by viewing the signed
wersion of the document, This is not necessary when you are viewing the final version of a

W Signature is VALID, signed by George Kopp <george. kopp@modot, mo.goyv =, dacument,

Surmmary IDocument I Signer I Date/Time I Legal I - Madifications

y There are no restrictions on the changes that are permitted to be made to this document
St IGeorge e S T o | after signatures are applied. To view what was actually signed, click Wiew Signed Yersion.

Reason; iI agree to specified portions of this document

Date: [2007/03/08 15:09:42 -06'00° Location: [Nt available Modification Details:

There have been no changes made to this document since this signature was applied.

—Yalidity Summary
A The Document has not been modified since this signature was applisd.
# The document is signed by the current user,

. Compute Modifications List
/1y Signature dateftime are From the clock on the: Signet's computer, L

‘erify Signature Close

Signature was created using Adobe Acrobat 7.0.9.

‘erify Signature Close
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Signature is YALID, signed by George Kopp <george, kopp@modok, mo, gov =,

Surnmary ] Docurment  Signer lDate,l'Time ] Legal ]

A The documert is signed by the current user,

Signed bu: 1George Kopp <george. koppi@modat. mo, gow = Show Certificate. ..

Click Shiove Certificate For more infarmation about the Signer's Certificate and its Validity Details, or
to change the trust settings For the Certificate or an Issuer Certificate,

Salidity Details
#% The documert is signed by the current user,
#" Path validation checks were successful,

# Revocation checking is not performed For Certificates that vou have directly trusted,

Signer's Contact Information: INDt available

Verify Signature Close

From the
Information
attached to the
file, 1t can be
determined that
the signature Is
valid, if the
digital certificate
IS avallable
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In addition to
Plan sheets,
Job Special
Provisions will
also be sealed
electronically



Electronic Plans Room

* Drawings are then be submitted to the
departments Electronic Plan Room and
made available to contractors

T i I

e Contractors can
view, download,
or print plan sheets
24/7 through the
Internet
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What about Consultants?

e Consultants under current contracts still
deliver printed, signed, and sealed plans to
districts and bridge

« MoDOT will scan these plans to create
PDF’s necessary for the electronic plans
room

« MoDOT is willing to allow consultants to
create an electronic workflow that provides
for electronic deliverables similar to ours
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What Benefits did MoDOT See?

 Managed document environment
* Major reduction in printing costs

* Time savings from shipping plan
sheets both on the district to
headquarters end and on the
headquarters to contractors end
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Questions?
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